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Abstract – This chapter first accurately reviews the basics of smart microgrid protection since 
the definitions vary from a reference to another. Then it focuses on the fault responses of 
Inverter-Based Resources (IBR’s) as those are emerging technologies that will be playing the 
great role of interfacing primary energy resources and the grid. In particular, for 
materialization of net-zero Carbon emission in electricity generation, the use of IBR’s is 
indispensable.  However, the non-universal and software-defined IBR fault responses make 
conventional relays such as overcurrent, directional, and distance relays inapplicable in 
heavily IBR-based grids. Therefore, the discrepancy between conventional and IBR fault 
responses is elaborated and possible solutions to the looming protection issues are 
discussed. The shortcomings and merits of each solution are also discussed. 
 
Key Words – Autonomous Grid, Fault Current, Fault Level, Fault Response, IBR, Inverter, 
Source-Independent Protection 
 
Introduction 
Digital energy systems are technologies and schemes that utilize digital computers together 
with digital models to manage the increasingly sophisticated modern energy systems. The 
emergence of DES will have profound impression on the betterment of energy resiliency, 
cost-effectiveness, transparency, quality of service, and consequently both customer and 
provider satisfaction [1] and [2]. One of the major aims of DES’s is to develop highly 
sophisticated and complex protection and monitoring schemes for responding to the smart  
microgrid needs utilizing communications, uncertainty analysis, and intelligent management 
capabilities [3] and [4]. 
The addition of DER’s either uncertain renewable-based or dispatchable [5], integration of 
ESS’s, the emergence of new types of power electronic-based loads, adaptive power network 
topology, DC grids, and so on, necessitates the development of new methods for recognition 
of faults and protection coordination [6], [7], [8], and [9]. These developments are necessary 
to safeguard the power grid against new phenomena, new components [9], [10], [11] as well 
as providing real-time monitoring. 
This chapter will provide an insight into the protection and monitoring needs of advanced 
power grids, and then delivers some of the most up-to-date developments in response to the 
arising issues and needs.  
 
1. Overview of Protection Key Points and Definitions 
This section briefly, but precisely, reviews the basics of protection. This is necessary since 
there are some discrepancies in different resources and technical texts. Therefore, providing 
a precise definition of the fundamentals will prevent the readers from misunderstandings. 
■ Protection Zone: with reference to Fig. 1(a), protection zone is a part of a power grid that is 
protected by a certain protective scheme. Whenever a fault happens in a specific zone, only 
the faulty zone will be disconnected by the circuit breakers surrounding that zone, and the 
rest of the system keeps functioning. Conversely, the protective devices supporting a 
particular zone stay restrained in case of faults outside their own zone. 
■ Unit protection: following this scheme, the protective relays operate in case of abnormal 
conditions inside the protection zone, while the relays stay stable for abnormal conditions 
outside the zone. The circumference of the zone is limited by the measuring devices 
connected to the relays. For example, and with reference to Fig. 1(a), a unit protection which 
is differential protection protects a transformer and the zone is the span between two CT’s. It 
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is worth noting that the CB’s are generally placed in a way that their failure is detected by the 
closest CT to them or, in other words, CB’s are placed toward the protected component. 
Therefore, CB’s are normally placed inside the protection zone. In Fig. 1(a), the differential 
relay should react to F2 that is inside the zone, but it should remain restrained against F1 that 
falls outside the zone. In unit protection, coordination between relays is not needed. 

 
Fig. 1(a). A typical unit protection. (b) A typical non-unit protection. 

 
■ Non-unit protection: converse to the unit protection, non-unit relays protection zones 
extend well beyond their measuring components and often cover large portions of power 
grids. One of the typical examples in this area is OCR’s. As shown in Fig. 1(b), each upper OCR 
overlaps the zones of the lower ones. In non-unit protection, relay-to-relay coordination 
should be done with extra care following the general protection scheme selected for the grid. 
■ Overlapping Zones: with reference to Fig. 1(b), when some protection zones intersect, the 
intersection is an overlapping zone. This can be deliberately done for providing backup 
protection, or it happens unintentionally that often leads to coordination issues. 
■ Graded coordination: when relays’ zones overlap, the closest relay to the fault should react 
first as the “main” relay to keep the de-energization of the grid as minimal as possible. If it 
fails to disconnect the faulty zone for any reasons, then the “backup” one should now react. 
Therefore, non-unit relays are coordinated as the main and backup one(s). This coordination 
procedure is done by putting the characteristic curves of the backup ones above the main 
one. For example, as for OCR’s, grading can be done considering both time and current which 
is called time-current-graded coordination, as shown in Fig 2(a). The coordination can be 
done with respect to time only that is called time-graded coordination, as depicted in Fig. 
2(b), or as Fig. 2(c) shows, the coordination can be current-graded (e.g., instantaneous 
function) [7] and [12]. 

 
Fig. 2. Different ways for graded coordination. (a), time-current-graded coordination; (b), 

time-graded coordination; (c), current-graded coordination. 
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2. Overview of Micro Grid Protection Bottlenecks 
2. 1. Loss of Coordination 
■ As DER’s participate in fault currents and increase their levels, DER’s disturb the time-
current and current graded coordination of non-unit protective devices. However, this has no 
effect on time-graded coordination. 
Solutions: i) Re-coordination of time-current- or current-graded coordination schemes [13]. 
ii) Using only time-graded coordination [14]. iii) Addition of FCL’s to the system [15]. 
■ The second problem arising from DER’s is that they change the power flow in distribution 
grids which conventionally flows upstream to downstream. However, when DER’s are added 
toward the end of feeders, then power-flow direction can be reversed downstream to 
upstream. 
Solution: i) Adaptively readjustments of the settings of OCR’s. ii) Addition of directional 
elements to OCR’s to prevent the OCR’s from tripping in case of upstream faults. 
 
2. 2. Protection Under-reaching, Desensitization, or Blinding 
With respect to Fig. C, when infeed DER’s are added to the grid, the responsible relays sense 
a fault current lower than the actual fault current passing through the faulty feeder. 
Therefore, the relays may not react in time and the system gets damaged [16] and [17]. In 
severe cases, the built-up voltage across the fault resistance and the feeder can decrease the 
contribution of the main grid to the fault causing blindness of the feeder’s relay [17]. 
Solution: The solution to this issue is to add a protective relay at the DG location. 

 
Fig. 3. Interconnection of a DG as an infeed. 

 
2. 3. False Tripping (Nuisance and Sympathetic) 
Due to the contribution of DER’s to the faults, there are currents flowing throughout the grid 
during the fault that may cause unwanted tripping of some of the relays in the grid. If a relay 
reacts to a fault outside its protection zone, it is generally called ‘False Tripping’ which can be 
divided into two major categories. 
 
■ Sympathetic Tripping 
When healthy feeders become disconnected due to a fault in the other feeder, sympathetic 
tripping happens. For example, in Fig. 4(a), if any of R1 or R2 trips for F1 because of the 
currents fed by the DG units, a sympathetic trip occurred [18]. 
Solution: Directional blockers should be added to R1 and R2. 
 
■ Nuisance Tripping 
With reference to Fig. 4(b), there are two protection schemes for the faulty feeder with 
DER’s, a) all the DER’s should be disconnected (the present-time scheme suggested by [19]). 
b) Only the fault location should be disconnected, and the rest of the system continues 
working in the islanding mode (the preferable scheme). If the first scheme is selected for the 
grid and if R2 disconnects F2 before both RDG1 and RDG2, nuisance tripping will happen. 
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Solution: it is suggested that the system is equipped with transfer trip relays that disconnect 
RDG1 or RDG2 when R1 or R2 detects a fault [20]. 

 
Fig. 4. (a) Sympathetic tripping. (b) Nuisance tripping. 

 
2. 4. Auto-reclosers 
As some faults are temporary (e.g., caused by lightning), the system can be kept from 
outages with the use of auto-reclosers. A typical operation sequence of auto-reclosers is 
shown in Fig. 5. However, the number of fast and slow shots, as well as dead times, are 
selected based on the protection scheme and the grid specifications. 

 
Fig. 5. A typical operation sequence of auto-reclosers. 

 
An auto-recloser is installed in a power grid well upstream and its protection zone covers a 
large portion of the system as Fig. 6(A) shows. If a temporary fault happens, the recloser de-
energizes the system with a short delay as the fast shot in Fig. 5 shows. The dead time should 
give the arc enough time to quench and when the recloser reconnects after the deadtime, 
there is no longer any fault in the system. However, if the fault is permanent (e.g., a dropped 
bare conductor or broken insulator), after several dead shots, the fault still exists and the 
recloser does not reconnect anymore. In setting the recloser, there are two major schemes 
to follow as, 
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i) fuse blowing scheme in that the recloser gives the fuses enough time to blow and clear the 
fault during recloser’s slow shots. ii) Fuse saving scheme that the recloser does not let fuses 
blow by having no slow shots. 
 

 
Fig. 6. (a) Auto-recloser protection zone. (b) The sectionalizer issue arising from DER’s. 

 
As Fig. 6(b) depicts, when a recloser disconnects a system with DER’s connected to it: i) the 
contribution of the DER to the fault may not let the arc quench. ii) The asynchronous 
reclosing may result in high currents in the grid.  
Solution: for the first issue, the dead time of the recloser should be increased such that the 
protective systems of all DER’s in the recloser zone trip. As for the second issue, a 
synchronous relay should block asynchronous reclosures. 
 
2. 5. Sectionalizers 
Sectionalizers are devices that are used together with reclosers to disconnect the faulted 
feeders. When an upper recloser interrupts fault currents, a lower sectionalizer counts high 
currents (caused by a fault along their feeder) after the dead times. If a specific number of 
unsuccessful reclosures occurs, the sectionalizer disconnects the faulty feeder during the 
next dead time. 
As Fig. 6(b) shows, the problem arises from the contribution of DER’s to the fault that does 
not allow the sectionalizer to count the high currents and dead times since a fault current 
continuously flows from the DER without any interruption during the recloser’s dead times. 
 
2. 6. Unintentional Islanding 
Different contingencies, especially false tripping, may result in undesirable islanding in that a 
part of the system stays energized by DER’s while it is disconnected from the rest of the 
power grid. Islanding operation of the grids requires advanced frequency, voltage, load-
sharing control systems as well as sophisticated monitoring systems. Therefore, in most of 
the practical grids, a part of the system should not be allowed to continue working in 
islanding mode [20]. There is a significant body of research looking into islanding detection. 
Based on IEEE Standard 1547, DER’s must be switched out from the grid in 2s after the 
occurrence of islanding [19]. To this end, reliable islanding detection methods are required. 
Major types of islanding detection methods have been developed as shown in Fig. 7 [21] and 
[22]. 
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Fig. 7. General classification of islanding detection methods. 

 
i) Remote methods utilize both the local and far measurements through communication 
systems for detection of islanding.  
ii) Local methods only rely on local measurements at the location of the DER’s and they do 
not use communications. 
■ Passive islanding detection methods rely on measuring electrical parameters of the grid 
such as voltage displacement, frequency deviation, rate of change of frequency or voltage 
(ROCOF/ROCOV), rate of change of frequency with respect to power (df/dp), total harmonic 
distortion together with voltage unbalances. However, large non-detection zones and false 
tripping are major downsides of passive methods. 
■ Active methods in that some external signals are injected into the grid. Then, the system 
response to the signal is observed at the location of DER’s and premised on the system 
response, a probable islanding is detected. However, power quality issues due to the injected 
signal and also comparatively longer times to detect the islanding detract from active 
methods. 
■ Hybrid methods have been developed to improve the shortcomings of passive and active 
methods. This category not only injects a noise into the system, but it also concurrently 
monitors the electrical parameters throughout the grid for the betterment of islanding 
detection. 
 
2. 7. Heavily Power Electronic-Based Grids 
In contrast to conventional power grids which are mainly supplied by synchronous or 
induction generators.  The fault contribution and during-the-fault current patterns of the 
conventional generators are well-known. However, the contribution of the power-electronic-
based sources is unpredictable, software-defined, and incomparable with the conventional 
generators [20] and [23]. The protection issues caused by IBR’s are summarized in Fig. 8 and 
then, each one is described. 
 

 
Fig. 8. Main protection issues of IBR’s. 
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i) In conventional systems, a fault is detected by fault-current features, this is the most basic 
and widely in use method for detection of faults in power systems. The steady-state fault 
current is reversely proportional to the driving-point impedance (diagonal elements of the 
impedance matrix, also referred to as Z-bus) of the fault location. However, in the case of 
heavily or 100% inverter-based grids, the size and pattern of fault currents do not follow the 
above-mentioned well-known patterns [20], [19], [23], and [24]. The differences are as 
follows, 
■ Magnitude: IBR’s generate fault currents in order of 1.00 to 1.2 p.u. (in less common ones, 
the fault current can increase to 1.5 p.u.), while conventional generators typically generate 
fault currents as large as 3 to 5 p.u. [25]. This can be found in Figs. 9 and 10. 
■ Fault current Phase Angle: In conventional systems fault currents lag voltage. However, in 
the case of IBR’s, the fault currents can be capacitive, inductive, or even resistive [23] and 
[25]. 
■ Sequence: The negative and zero current sequences are negligible depending on the 
control system of the IBR, whereas those sequences can be high in case of unsymmetrical 
faults in conventional systems [19], [23], and [24]. Fig. 9(b) depicts this. 
■ Fault Current Direction: the directional elements find direction of fault currents by 
comparing the angle between voltage and current, considering that the system is inductive, 
and therefore, the fault current lags the voltage. As abovementioned, this may not happen in 
heavily IBR-dependent systems and directional elements fail in detecting fault-current 
direction. 
ii) Non-universal Fault Current Pattern, non-universal control methods for IBR’s make the 
fault patterns irregular and non-uniform in IBR-based grids which makes the use of some 
conventional protection schemes impossible for protection of the grids [19] and [23]. 
 

 
Fig. 9. (a) A typical fault current in conventional systems. (b) Examples of the fault responses 
of IBR’s. The figures are from [25] and [26]. 
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Fig. 10. A system including synchronous generators and IBR’s. The AC parts of pre-, during-, 

and post-fault voltages and currents are shown as well [23]. 
  

iii) Short Fault Current Transient, the transient of fault currents in conventional grids is mainly 
associated with the sub-transient impedance of generators and X-to-R ratio of the driving 
point impedance. However, a limited and relatively low amount of energy stored in inverters’ 
DC-bus capacitances leads to a rapid decay in the short-circuit current in converter-
dominated grids [27] and [28]. Moreover, inverters are rarely controlled to mimic the 
behavior of generators during a fault. 
Accordingly, in IBR-based grids, protection schemes have to mostly rely on voltage, 
sequential components, or extracting other features from during-fault current or voltage. 
This will be elaborated in the next sections. 
Moreover, Fig. 10 shows the voltages and currents at Bus 1. The fault is bolted A-G. The 
voltage pattern is analogous to conventional systems. However, during-fault currents are 
significantly different. It is obvious in Fig. 10 that i) the phase currents are nearly in-phase 
with one another because of the high zero-sequence current produced by the synchronous 
generator. ii) The magnitude of B-phase current is the largest although the fault is A-G. iii) 
Regardless of the inductive nature of the TL, the current and voltage of phases are somehow 
in phase [23]. 
Accordingly, protection algorithms trusting the fault-current magnitude, the phase 
differences between the phase currents, and the phase differences between currents and 
voltages are no longer reliable in heavily IBR-contaminated grids. Therefore, overcurrent, 
directional, and distance relays have no use in such grids, yet differential relays are still useful 
[23]. 
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3. IBR Control Schemes and Grid Protection 
In order to profoundly dig into the arising issues from IBR’s, first, their control methods 
should be reviewed. There are three core control schemes for IBR’s summarized in Table I 
[27]. 

Table I. General Control Methods of IBR’s. 
Control Scheme Control parameters Inverter Type 

Grid Forming VF Control VSI+ 
Grid Feeding PQ Control CSI* 

Grid Supporting Droop Control CSI or VSI 
+

 Voltage Source Inverter, *Current Source Inverter. 
 

■ In the grid forming scheme (also referred to as voltage-frequency control, V/F control), the 
inverter actively regulates its output voltage and frequency. Therefore, the inverter has to 
consciously supply the grid. The V/F-controlled IBR’s can be modeled with a controlled 
voltage source in series with impedance [27] and [29]. The need to control the output power 
is answered by controlling their output frequency to adjust their bus angle [27]. Fig. 11(b) 
shows the principal structure and control characteristics of grid-forming inverters. It is 
noteworthy that at least one grid-forming inverter should be in any autonomous grid. 
■ Pursuing the grid feeding scheme (or real-and-reactive power control, PQ-control), the 
inverter tracks the voltage angle and frequency of the system mainly using PLL’s and supplies 
a current to the grid proportional to the reference values for real and reactive powers. These 
inverters work as CSI and they do not undertake frequency and voltage correction tasks. In 
today’s practical grids, all the inverters must be CSI [30]. If harmonic analysis and internal 
aspects of inverters are not under question, the equivalent circuit of a PQ-controlled IBR (CSI) 
can be a power-controlled current source with or even without a parallel impedance [31] as 
shown in Fig. 11(a). This scheme efficiently controls the power injection to the grid since the 
inverters are relaxed from controlling the voltage and frequency. 
■ The grid supporting control scheme combines the droop controller with any of the other 
two schemes to lessen the immediate demand-supply mismatch. however, the power quality 
issue is a concern whenever the grid supporting scheme is followed [27] and [32]. Figs. 11(c) 
and (d) respectively show grid-supporting CSI and VSI basic structures and droop curves. 
 

 
Fig. 11. Summarized general controllers and their characteristics. (a) Grid feeding. (b) Grid 
forming and its controller characteristics. (c) CSI grid supporting. (d) VSI grid supporting. 

 
■ The critical point in IBR controllers is that the controllers usually require a quarter of a 
power cycle to react to the fault which can be seen in Fig. 9(b) as some sort of disturbance. 
Therefore, the protective devices should be agile enough to detect the fault in that short 
period. 
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3. 1. Solutions to IBR Protection Issues 
Different methods have been proposed to overcome the protection issues arising from the 
IBR’s where the short-circuit current of the system is quite low. In the next sections, those 
will be reviewed. 
 
3. 1. 1. Emulation of Synchronous-Generator Fault Response 
One of the methods for enabling protective devices to detect faults is to repeat the 
synchronous-generator's fault response. The relays largely rely on the high and unbalanced 
currents generated by synchronous generators for detection of faults [33]. There is a wide 
body of research working on the development of the negative-sequence current loop to 
generate currents suitable enough for relays in case of unbalanced faults (e.g., SLG, LL, LLG) 
as Fig. 12 shows [33] and [34]. Moreover, it should be taken into account that the DC bus 
usually does not have enough storage capacity for supplying the inverter to make high fault 
currents. 
 

 
Fig. 12. (a) Conventional positive- and zero-sequence inverter model. (b) Positive- and zero-

sequence models of the inverters equipped with controllers to mimic generators’ fault 
currents. (c) unbalanced fault response of the inverters with such controllers. This figure is 

mainly based on [34]. 
 
3. 1. 2. Active Protection Methods 
Active protection is defined as injection of sort of waves with a frequency considerably other 
than the nominal frequency into the grid and identification of faults by means of measuring 
the parameters of the injected waves [35]. In active protection methods, IBR’s are mainly 
responsible to generate some harmonics. The point is that the intentionally generated 
harmonics should drastically differ from the ones generated by non-linear loads, saturated 
transformers, etc. This is critical and extra care should be taken that in the future such 
harmonic sources will never be added to the grid. There are two ways for harmonic 
generation as follows: 
■ Fault-triggered harmonic injection in that IBR’s start producing harmonics only after fault 
occurrence [34], [35], and [36]. The problem with this strategy is that the harmonic generator 
module should rely on a fault detector as a third party, such as [35] and [36], and correct 
detection of faults in weak grids with low fault levels is not always possible. In [34], the 
occurrence of a fault is detected at the location of the IBR when its terminal voltage drops 
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below 0.9 p.u. Although [19] necessitates that DER’s must keep generating during low voltage 
situations to meet LVRT requirements, the issue arises from the fact that SLG faults in weak 
or non-effectively grounded grids do not drop the below range also the voltage drop can be 
caused by other contingencies such as a cut in generation. 
■ Continual harmonic injection in which IBR’s produce harmonics continuously or repeatedly. 
This method does not have fault detection problems; however, at the price of reducing 
power quality and power losses in harmonic generation [28]. 
 
4. Source-Independent Relays 
Considering non-universal fault responses of inverters due to their software-defined and non-
standard structure and control, protective methods independent of the source have been 
developed. One of the major types of source-independent relays is TW-based relays which 
are able to detect and locate a wide range of faults in highly complex systems [37] and [38]. 
When a fault occurs, the fault-induced TW’s start moving along TL’s as Fig. 13(a) shows. The 
waves do not depend on the source specifications, but they are dependent on the fault 
parameters such as fault inception angle, fault impedance, location of the fault, the medium 
characteristics [39]. Then, TW-based protective devices detect and even locate the fault 
through the analysis of the wave parameters such as arrival time, peak, polarity, and 
frequency contents. The key to the efficient function of the TW-based relays is the method 
used for detection and evaluation of fault-induced waves. Different methods have been used 
to this end, including sliding-window digital Fourier, Wavelet transformation with different 
mother wavelets, Hilbert, Short-Time Matrix Pencil Method, and custom-defined methods 
such as [8]. Korean power transmission network installed several high-frequency measuring 
devices throughout a part of their system. Having collected their real-time measurements, 
TW-based relays efficiently detected different faults and the system is working as a prototype 
for further development [40].  

 
Fig. 13. (s) A typical ladder diagram of TW propagation in an electrical grid. The TW’s 
originate at the fault location and move along the TL’s. When they reach discontinuities, they 
break into parts and each continues traveling. (b) The TW’s at the endpoints. 
 
However, TW-based methods are largely prone to measurement noises. If FIA is low, then the 
TW is likely to vanish in the noises. For example, the two upper sub-figures in Fig. 13(b) show 
TW’s discernible in the noises. however, in the two lower sub-figures, the TW’s disappeared 
in the noises. Also, if there are several discontinuities in the grid, then the wave traveling 
pattern becomes quite complex which makes the fault detection challenging. One of the 
practical examples of the TW-based relays is introduced in [41]. 
 
5. Predictive Wide-Area Monitoring, Protection, and Control 
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For a profound insight into wide power-outages originating from various unsettling events, it 
is useful to hypothetically divide power system operation into five situations as depicted in 
Fig. 14(a) [42]. 
 

 
Fig. 14. (a) Operation conditions of power systems [42]. (b) Cascading failures inducing 

blackouts [43]. 
 
5. 1. Cascading Failures in Large Power Systems 

The majority of power outages are resultant of cascading failures initiated by either a fault, 
line congestions, hardware dysfunction, extreme climate, or wildfires. Fig. 14(b) illustrates 
the movement of cascading failures. Fig. 15 shows the aggregate substantial power outages 
from 2011 to 2020 in each continent and also their grounds. It is obvious that severe weather 
condition is one of the major triggers to the total 250 blackouts. 

 
Fig. 15. The number and causes of the blackouts in different continents [43]. 

 
5. 2. Estimation Based on Synchronized Measurements 

One of the remedies for reducing the number and intensity of blackouts is the use of PMU’s 
and IED’s. However, the power grids are already equipped with SCADA-based measuring 
devices that does not provide accurate and fast enough data from the purpose of semi-real-
time monitoring which is necessary to protection. The basic architecture of protective wide-
area monitoring is shown in Fig. 16(a). 
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Fig. 16. (a) The basic structure of the protective wide-area monitoring. (b) Sinusoidal to 

phasor conversion by PMU’s. 
 

With reference to Fig. 16(a), the SMT provides continuous time-stamped estimations. 
However, the PMU measurements are in the form of phasors which are absolutely different 
than the data provided by conventional power system metering devices. Figure 16(b) 
clarifies transformation of a sine wave to a phasor using synchronization technology. The 
primary idea of PMU’s is to measure the voltage and current phasors on distinguishable 
time arrays, communicate them to a PDC where the data can be evaluated and further 
processed. The essential functionalities of PMU’s are as follows: i) System observing/state 
estimation. ii) Fault recording. 

Although PMU’s are beneficial to the system observability, conventional state estimators 
are not capable of using unprocessed PMU data since there are two major differences 
between SCADA and PMU measurements. i) The mathematical formulation of conventional 
state estimators is suitable to SCADA data. ii) The data rate of PMU’s is much faster than 
that of SCADA [44]. Therefore, it is essential to convert PMU data to be compatible with 
conventional state estimators [45]. The most widely used method for state estimation is 
WLS which is formulized as, 

 
min
𝒙𝒙
𝐽𝐽(𝒙𝒙) = [𝒛𝒛 − 𝒉𝒉(𝒙𝒙)]𝑇𝑇𝑹𝑹−1[𝒛𝒛 − 𝒉𝒉(𝒙𝒙)], (1)  

 

where 𝐽𝐽(𝒙𝒙) is the objective function, 𝑹𝑹 is the measurement-error covariance matrix, (. )𝑇𝑇 
symbolizes matrix transposition. 𝒛𝒛 is the measurement vector. 𝒉𝒉(𝒙𝒙) is the system equation, 
and 𝒙𝒙 is the vector of states.  Solving (1) through the Newton-Raphson method results in 

 
𝑮𝑮�𝒙𝒙𝑘𝑘�∆𝒙𝒙𝑘𝑘+1 = 𝑯𝑯𝑇𝑇�𝒙𝒙𝑘𝑘�𝑹𝑹−1�𝒛𝒛 − 𝒉𝒉�𝒙𝒙𝑘𝑘��, (2)  

 

where 𝑮𝑮(𝒙𝒙𝑘𝑘) = 𝑯𝑯𝑇𝑇(𝒙𝒙𝑘𝑘)𝑹𝑹−1𝑯𝑯(𝒙𝒙𝑘𝑘) is the gain matrix, 𝑯𝑯(𝒙𝒙𝑘𝑘) is the Jacobian matrix of 
𝒉𝒉(𝒙𝒙𝑘𝑘), ∆𝒙𝒙𝑘𝑘+1 = 𝒙𝒙𝑘𝑘+1 − 𝒙𝒙𝑘𝑘. 

One of the powerful methods to remove the mismatch between the data rates of SCADA 
and PMU is compressive Sensing that is a way for compression and recovery of a sparse 
signals only utilizing a small number of linear projections. The sparsity is modeled as, 



15 
 

 
𝑥𝑥𝑗𝑗 = 𝑧𝑧 + 𝑧𝑧𝑗𝑗, 𝑗𝑗 ∈ {1,2, … , 𝐽𝐽}, (3)  

 

where 𝑧𝑧 is the common component of compressed signals in that the common component 
and also the innovation term are both sparse on Ψ which is defined as, 

 
𝑧𝑧 = Ψ𝜃𝜃𝑧𝑧,‖𝜃𝜃𝑧𝑧‖0 = 𝐾𝐾  and  𝑧𝑧𝑗𝑗 = Ψ𝜃𝜃𝑗𝑗,�𝜃𝜃𝑗𝑗�0 = 𝐾𝐾𝑗𝑗. (4)  

 

Then, the vector of sparse coefficients is calculated through  

 
𝜃𝜃� = arg min‖𝜃𝜃‖1 𝑠𝑠. 𝑡𝑡.  𝑦𝑦 = Φ�Ψ�𝜃𝜃 (5)  

 

and finally, the signal is recovered by 

 
𝑥𝑥 = Ψ�𝜃𝜃. (6)  

 

Using compressive sensing the gaps between SCADA and PMU data can be filled by 
assuming SCADA data as sparsely compressed data [44]. 

 
5. 3. Protective Wide-Area Monitoring Structure  

The PWAM framework essentially comprises several layers as shown in Fig. 17. It starts from 
the sensors connected to the electrical grid that measure electrical parameters, then PMU’s 
using synchronizing signals find the phasor values out of the sensory data and send them to 
the PDC. The PDC collects a large volume of data and prepares them for recording and 
visualization as well as other custom-defined applications. The protective algorithms can be 
implemented as a custom-defined function.  

 
Fig. 17. Different layers for transferring and using PMU data. 

 

However, the protection at this stage has to be backup considering the delays and probable 
communication failures from the first level to the protection level although the use of 
PWAM is such accurate and keen that reduces 70% of significant power outages [46] and 
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[47]. There are several studies and real-world PWAM projects as follows: in [48], a 
multifunctional line protection system is designed using PWAM which is able to prevent 
false trips due to complicated cases that distance relays falsely trip. Tokyo Electric Power Co. 
(TEPCO) utilized a wide-area relay technology in light of power angle assessment technique. 
A major atomic generator was chosen as a locus generator and its momentary power and 
voltages information were moved to each siphoned stockpiling plant by means of 
microwave communications. Then, relays used the received and local information to detect 
oscillations, out of phase, frequency deviations [49]. 
 
6. IoT, Auxiliary Protection and Monitoring Methods 

As smart grid’s topology and renewable generations connected to it are both uncertain, a 
different yet efficient approach is IoT which involves the internet for data transmission. The 
flow of data through the internet keeps relays and monitoring centers aware of the semi-
real-time changes in the system topology, generation, and demand. However, protection has 
to be a subordinate auxiliary service of IoT due to IoT intermittency and reliability issues [30], 
[50], and [51]. 
The ability of machine-to-machine coordination has made IoT a matter of greater interest. 
IoT was first defined in 1999 [52]. As Fig. 18 shows, IoT comprises the following portions: i) 
sensors for collection of data. ii) Identifiers for identification of the data source. iii) Software 
for analysis of the data. iv) Internet connectivity for communication among all the associated 
machines. 

 
Fig. 18. Components of IoT. 

 
One of the prominent uses of IoT is seen in power systems. The use of IoT in power systems 
emphasizes i) IoT in protection [53]. ii) IoT in monitoring [54]. 
 

6. 1. IoT in Protection 

IoT-based protection is defined as the protection of equipment and subsystems with the 
main focus on fault diagnosis and cyber-attacks [55]; however, as the backup protection 
scheme. The IoT-based protection is applicable to situations where the fault is not intense or 
imminent. For example, In [56], an IoT protection scheme is introduced to monitor the 
distribution transformers’ parameters such as temperature, rise or fall of the oil level, 
vibration, and oil humidity. Upon encountering any abnormality, it alerts the operators, and if 
no operator is not present onsite, it disconnects the transformers. In [57], another IoT-based 
distribution transformer protection is introduced that monitors overheating, deformation, 
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short circuit,  and suffocation of windings. The system also stores data and sends alerts to 
operators upon detecting any abnormality. 
 
7. AI-based Protection  

The AI is most popular as it is precise in terms of problem classification and decision making. 
It optimizes the management strategy as well as involves the process of making an intelligent 
decision based on its prior training [58]. The AI is defined as the ability of computer systems 
to solve poorly defined problems using methods inspired by the human brain [59]. Over the 
years, AI has been implemented in various sectors as well as power systems from the 1990's. 
Several AI-based monitoring techniques are established and they have proved to be effective 
[60]. There are several AI methods available, including i) Rule-based systems. ii) Knowledge-
based systems. iii) Object-oriented methodologies. iv) Case-based reasoning. 
■ The rule-based one is defined as a system containing information from human in the form 
of rules (e.g., If-Then loops). Although it is simple and easily implementable, it is improper in 
the case of large or scalable systems. Moreover, the lack of flexibility and inability to adapt to 
changing environments reduces its applications [61]. 
■ The knowledge-based systems are defined as human-centered systems. They attempt to 
understand and replicate human reactions through the training process. Then, knowledge-
based systems use their learning when they encounter new situations. Knowledge-based 
system applications include after-the-fault analysis and power transmission protection [62]. 
■ The Object-oriented method combines one data object with a specific procedure. Rather 
than passing data to procedure, the program communicates by sending a message for an 
object to perform a procedure that is already embedded. It is heavily used in power capacity 
planning and power system maintenance [63]. 
■ In case-based reasoning, different human experiences are recorded as cases. The system 
searches the storage with similar problem characteristics and finds the closet fit and applies it 
to the new ones.  
Some of the implemented techniques in this area are: Artificial Neural network (ANN) [64] 
and [65], Support Vector Machine (SVM) [66], Genetic Algorithm (GA) [7], Fuzzy Logic [67], 
and Matching Approach [68]. Each one of them has a different algorithm to monitor and 
protect the power grids. 
 

7. 1. Relays based on ANN 

ANN is one of the most prominent intelligent techniques used for power system monitoring  
and protection purposes. ANN shows a number of such qualities as mapping capacities, 
adaption of the internal failure, speculation, fast data preparation [69]. ANN is essentially 
based on pattern recognition and training. The output decision is determined by comparison 
with the previous results during  training procedure [70]. 
 

■ Transformer Protection with ANN 

In [71], the author has applied the finite impulse response ANN (FIRANN) where it is used in a 
differential relay for protection of three-phase power transformers. Two different FIRANN 
were applied where one was involved in determining the existence of the fault and the other 
one indicates whether the fault is inside the transformer. In [72], the authors have used ANN 
for detection of magnetization level in transformer cores. As the magnetic core saturation is 
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directly related to the current harmonics, the method detects saturation through analysis of 
the current harmonics. In [73], an ANN-based algorithm is developed that determines the 
transformer health investigating dissolved gases in the oil (e.g., Hydrogen (H2), Methane 
(CH4), Ethene (C2H6), Carbon Monoxide (CO)) which are created from stresses on 
transformers such as internal sparking and overheating. In [74], an ANN-based differential 
protection is designed that is able to distinguish different events such as inrush currents, 
sympathetic inrush, and overexcitation. 
 
■ Generator Protection with ANN 

In [75], the authors have proposed an ANN-based detection and classification of winding 
faults in windmill generators. The authors have concluded that ANN-based algorithm 
provides higher accuracy at a small computation cost. In [76], an ANN-based method for 
detecting loss of excitation (LOE) in synchronous generators is proposed. The ability of 
generator protection in differentiating LOE and stable power swing is essential for enhancing 
the traditional LOE protection. The results clearly demonstrate that the ANN-based method 
has a promising performance compared to conventional generator protection relays. 
 
■ Transmission Line Protection with ANN 

Another prominent application of ANN is the protection of TL’s. In [71], an ANN-based 
method for the protection of TL’s is developed. As power systems are integrated and 
complex, the ANN is trained with 100,000 patterns. Therefore, for more complex systems, 
training the ANN algorithm can be quite time-consuming if it is even technically possible. In 
[77], the researchers have established an ANN-based system with 99.91% fault classification 
accuracy. Although the established system provides greater success in fault classification, it 
lacks the capability of fault location in the system. In [78], the authors have presented a novel 
filter premised on ANN for fault detection, classification, and location. The results show that 
the accuracy is almost 96%. Another point of strength of ANN-based systems is its fast 
response time. In [79], the authors have proposed an ANN-based ultrafast fault detection 
system that has satisfactory classification accuracy with one-eighth of a cycle of post-event 
data. In [80], the authors have established an ANN-based protection system for STATCOM 
compensated TL’s where the detection, classification, and location of the fault is done in a 
quarter cycle (4ms in case of 60Hz system) which is suitable for IBR-based systems. 
 
■ Detection of High Impedance Faults with ANN 

Another application of ANN is to detect high impedance faults (HIF’s) in distribution systems 
with IBR’s [81]. This is due to the fact that HIF’s are difficult to be monitored using traditional 
digital relaying as their current is too low to detect and in some cases, the fault current is 
only available during a short time duration. In [81], the input data are local current and 
voltage. The features of HIF’s then will be detected by the proposed method and it not only 
finds an HIF fault, but it also finds the location of the HIF in IBR-based grids. 
 
■ ANN for Cyber Security 

Another aspect of ANN is its application in the cyber-security of power systems. As modern 
power systems involve an abundant number of cyber resources, it is evident that cyber-
attacks may be planned to cripple down the system most treacherously by ‘data spoofing’ 
(i.e., gaining control of the system in disguise of trusted people). For cyber-attack detection, 
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an ANN-based algorithm is proposed in that the algorithm shows more flexibility in detection 
of attacks when the system does not work pursuing prior assumptions [82]. In [83], the 
author had compared the state-of-the-art techniques and inferred that through ANN, cyber-
attacks can be prevented in cyber-physical systems such as smart-grid. Moreover, along with 
the data spoofing, false data injection is also seen as a major threat in cyber protection which 
ANN is able to detect them. The authors of [84] proposed an ANN-based algorithm that 
detects 92-99.5% of false injected data, and consequently, the protection system has a 
minimum number of false alarms. The ANN-based algorithm demonstrates stronger 
robustness than Multiple Nonlinear Regression (MNR) for the wind power forecasting against 
the false data injection attacks [85]. Another application of ANN is to detect the reason for a 
reported event in the system whether it has a real source such as faults or it is initiated only 
based on communications failure or data-attacks. This is critical especially when the event 
has a short duration and long-window filters and detectors are not able to detect that or  
wrongly classify that as a noise [86] and [87]. 
 
Disadvantages of ANN 
Although ANN involves a vast area of power system application, it brings up some points of 
concern such as the need for a large training set, the issue of obtaining a stable solution as 
well as the danger of over-fitting [58]. Therefore, other AI algorithms have been established 
such as Support Vector Machine (SVM), and Fuzzy logic. The application of them in power 
system protection will be described in the next parts. 
 
7. 2. Relays based on Support Vector Machine 
The disadvantages of ANN created serious concerns on power system protection and 
monitoring. Another approach is Support Vector Machine. Similar to the ANN, SVM also has 
been applied to different protection purposes. For those purposes, SVM-based techniques 
have played a key role and established themselves promising in power system protection. In 
SVM, a generalized model is created for a certain purpose via analysis of a certain data set. 
Then, parts of the data set are divided by planes defined as Hyperplanes. Additional planes 
are created as the margins for the prime hyperplane. The marginal planes are established 
with respect to the nearest data or dataset available in the plane. These data or datasets are 
known as support vectors.  By this, a generalized model is founded. Then SVM classifies new 
data to be in which one of the datasets [88]. SVM mainly has wide applications in 
classification and event detection. 
 
■ SVM for Transformer Protection 
Similar to ANN-based systems, SVM-based techniques are also applied to transformer 
protection. In [89], an SVM-based fault classification is proposed for transformers. It is 
capable of classifying in-zone and out-of-the-zone faults more reliably compared to ANN-
based algorithms. In [90], an SVM-based protection technique is proposed. It monitors 
magnetization hysteresis loop by voltage-differential current (V-DCurr) curves. It pinpoints 
faults by detection of changes in the hysteresis loop trajectory. The algorithm achieves a 
success rate greater than 98%. In [91], SVM is exploited to discriminate if the differential 
current (Δ𝐼𝐼) is caused by CT saturation or internal faults. 
 
■ Generator Protection using SVM 
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The SVM-based techniques are also employed for generator protection. In [92], the authors 
have proposed SVM-based techniques for identification of generator loss-of-excitation (LOE). 
In this technique, the SVM-based method is able to identify the LOE condition moderately 
fast before the power-flow direction changes. In [93], the LOE detection is advanced to a 
degree that the relay using SVM-based logic is able to differentiate total and partial LOE in 
synchronous generators. In [94], an SVM-based fault detection and classification technique is 
proposed that detects small spikes in the stator winding of synchronous generators, while the 
conventional generator relays are unable to find. 
 

■ Transmission Line Protection with SVM 
Protection of TL’s is also an important task for the SVM-based techniques. In [95], the authors 
used SVM for fault location, and their comparative study finds that SVM-based techniques 
are superior to ANN-based ones in this regard. In [96], the researchers have established an 
SVM-based protection algorithm for a multi-terminal high-voltage direct current (MT-HVDC) 
system. This protection algorithm has been able to identify, classify, and locate the fault 
within 0.15ms, ensuring speedy DC grid protection. In [97], the authors proposed an effective 
method for fault location in TL’s that uses the fundamental components of voltages and 
currents of the faulty phases for fault detection and location. In [98], the researchers have 
used the radial basis function (RBF) neural network and SVM to identify the fault. This 
method utilizes three-phase voltage measurements, but it does not require current 
measurements. The authors of [99] used SVM as an intelligent tool to discriminate between 
different zonal faults in TL’s in that apparent impedance values are collected from distance 
relay under different fault conditions. Then, after SVM gets trained, SVM is able to identify 
different faults along the TL. In [100], SVM is employed for fault classification in a series 
compensated TL with a fixed capacitor which is placed at the center of the line. The method 
is able to successfully detect and locate the faults even during line energization. 
 
■ SVM for Cyber Security  
SVM-based methods are also beneficial to power system cyber-security. In the 21st century, 
the reliability of the power systems largely depends on cyber protection. In [101], the authors 
have proposed an SVM-based malicious data detection and classification method. The results 
proves that the method is successfully able to classify intrusion data. Thus, cyber-security of 
power grids can be improved using SVM. In [102], the authors have proposed a cyber 
intrusion protection system in that SVM is used for detecting suspicious behaviors of smart 
meters. In [103], SVM is utilized for dynamic security assessment of grids in which the 
changes of phase angles throughout the system are monitored and suspicious deviations are 
detected. 
 
■ Disadvantages of SVM 
Although SVM demonstrated a great rate of success in event classification, there are some 
specific drawbacks in the application of SVM. For example, there are concerns about SVM 
real-time function since it is computationally expensive and needs large volumes of reliable 
memory in industrial and noisy environments. In addition, the training process is slower 
compared to ANN [104]. 
 

7. 3. Fuzzy Logic 
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Fuzzy logic is an approach to evaluating the degree of situation/incident/problem, converse 
to the Boolean logic which defines the case as a whole true/false. For example, a fault in a TL 
can be defined for computers by '0' as ‘no fault’ and '1' as ‘fault’. But in fuzzy logic, the fault 
might be a range within '0' to '1' by defining '0.2' as a mild fault, '0.4' general fault, '0.6' 
strong fault, '0.9' as an extreme fault. By this, a new algorithm can be set to train the 
situation for a qualitative assessment of power system apparatus. Fuzzy logic can be used 
similar to ANN and SVM. However, it is capable of protecting power systems based on the 
severity of the fault. For example, an SLG fault in a non-grounded system sensitive to power 
disconnection can be postponed until a proper time, but an LL fault should be addressed 
almost without any delay. In [105], a fuzzy-logic algorithm is introduced for recognizing inrush 
currents in transformers. A fuzzy-logic-based method for turn-to-turn faults is devised in 
[106]. In [106], a novel method is proposed based on fuzzy logic for synchronous generator 
protection in which the fuzzy logic-based method is designed for fault identification and 
detection with high sensitivity. But, the high sensitivity is not going to reduce the selectivity 
of the system in case of minor faults. In [107], a fuzzy logic-based fault detection algorithm is 
developed for series compensated TL’s. The algorithm was extensively tested with a wide 
range of operating conditions. The results demonstrate its effectiveness and robustness 
against various FIA’s, load angles, and source impedance. In [108], faults in double line TLs 
are successfully detected and located with the use of fuzzy logic. The results show strong 
evidence that the system is fast and reliable in detection of faults at different locations along 
the TL. Regardless of fuzzy logic advantages, it has the major problem of determining global 
extremums. 
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