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Overview 
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Privacy definition 

• Privacy is the ability of an individual or group to seclude 
themselves or information about themselves and thereby express 
themselves selectively.

هي قدرة الفرد أو المجموعة على عزل أنفسهم أو الحصول على معلومات عن الخصوصية •
.وبالتالي التعبير عن أنفسهم بشكل انتقائيأنفسهم، 

ألخيرة الخاصة، في العقود االحياةمصطلح الخصوصية، في األصل هو مفهوم يشير إلى نطاق•
.الشخصيةالبياناتفي السيطرة علىالحقتطور على نطاق أوسع، ليضمن

•

https://ar.wikipedia.org/wiki/%D8%AD%D9%8A%D8%A7%D8%A9
https://ar.wikipedia.org/wiki/%D8%AD%D9%82_(%D8%AA%D9%88%D8%B6%D9%8A%D8%AD)
https://ar.wikipedia.org/wiki/%D8%A8%D9%8A%D8%A7%D9%86%D8%A7%D8%AA


الخصوصية في االسالم

م حتى يا أيها الذين آمنوا ال تدخلوا بيوتا غير بيوتك}: في كتابه الكريم-عز وجل-قال هللا •
.سورة النور{تستأنسوا وتسلموا على أهلها

.سورة الحجرات{وال تجسسوا وال يغتب بعضكم بعضا}: سبحانهوقال •

هم أن يفقأوا من اطلع في بيِت قوٍم بغير إذنهم فقد حلَّ ل: ))وقال الرسول صلى هللا عليه وسلم•
سلم رواه النسائي وصححه األلباني، ورواه م((عينه، فإن فقأوا عينه فال دية له وال قصاص

.  مختصرا

رواه ((اآلنكمن تسَّمع حديث قوٍم وهم له كارهون، ُصب في أُذنيه)): وسلمهللا عليه وقال صلى •
أحمد



History of Privacy

• "The Right to have privacy" (4 Harvard L.R. 193 (Dec. 15, 1890)) 
is a law review article written by Samuel Warren and Louis 
Brandeis, and published in the 1890 Harvard Law Review. It is "one 
of the most influential essays in the history of American law"[1] and 
is widely regarded as the first publication in the United States to 
advocate a right to privacy,[2] articulating that right primarily as a 
"right to be let alone".

https://en.wikipedia.org/wiki/Samuel_D._Warren_(US_attorney)
https://en.wikipedia.org/wiki/Louis_Brandeis
https://en.wikipedia.org/wiki/Harvard_Law_Review
https://en.wikipedia.org/wiki/The_Right_to_Privacy_(article)#cite_note-1
https://en.wikipedia.org/wiki/Privacy
https://en.wikipedia.org/wiki/The_Right_to_Privacy_(article)#cite_note-2


History of Privacy

Article 12.

• No one shall be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks upon his 
honour and reputation. Everyone has the right to the protection of 
the law against such interference or attacks.



Ideas around privacy

• Secret: Ability of someone to control the personal data gathering 
and usage. One school of thoughts toward being suspicious about 
hiding, the other being that it is part of individual freedom rights.

• Calmness: Possibility for someone to not be disturbed in the daily 
life, with a control on the ability of people accessing you. It 
includes the seek for being forgotten.

• Individual autonomy: Ability to take important decisions in a way 
that enable self expression and diverse intimate relationships



Why is Privacy Important?

• To earn and keep public trust 

If the public no longer trusts institutions to protect their PII, public support for these 
institutions may erode. 

• To prevent privacy incidents 

Incidents reported in USA news erode the public’s trust in those agencies and are 
expensive to mitigate. Recovery cost per data breach incident averages $3.6M according 
to IBM

• To prevent identity theft 

Privacy incidents that raise the risk of identity theft can be lengthy, costly, and 
stressful to recover from for the individual and institutions. 

• It’s the law now!

Failure to follow these laws may result in civil or criminal penalties, or loss of 
employment.

https://www.ibm.com/security/data-breach


Personally Identifiable Information (PII)

• PII is information that can be used to distinguish or trace an individual’s 
identity, such as their name, Social Security number, biometric records, etc., 
alone, or when combined with other personal or identifying information which is 
linked or linkable to a specific individual, such as date and place of birth, 
mother’s maiden name, etc.

• Sensitive Personally Identifiable Information (Sensitive PII or SPII) is a subset of 
PII which if lost, compromised or disclosed without authorization, could result 
in substantial harm, embarrassment, inconvenience, or unfairness to an 
individual. 

• Sensitive PII requires stricter handling guidelines because of the increased risk 
to an individual if the data are compromised.



Sensitive PII

• The following PII is always (de facto) sensitive, with or without any associated personal 
information, and cannot be treated as low confidentiality:

• Social Security number (SSN)

• Passport number

• Driver’s license number

• Vehicle Identification Number (VIN)

• Biometrics, such as finger or iris print, and DNA

• Financial account number such as credit card or bank account number

• The combination of any individual identifier and date of birth, or mother’s maiden name, or last four of an 
individual’s SSN

• The following information is Sensitive PII when associated with an individual:
• Account passwords

• Criminal history

• Ethnic or religious affiliation

• Last 4 digits of SSN

• Mother’s maiden name

• Medical Information

• Sexual orientation



Sensitive PII (continued)

• In addition to de facto Sensitive PII, some PII may be deemed sensitive based on 
context. For example, a list of employee names is not Sensitive PII; however, a list 
of employees’ names and their performance rating would be considered Sensitive 
PII.

• The following PII is not sensitive alone or in combination unless documented with 
sensitive qualifying information and may be treated as low confidentiality:

• Name
• Professional or personal contact information including email, physical address, phone 

number and fax number

• Federal employee name, work contact information, grade, salary and position are 
considered PII. Except for limited circumstances, this information is publically 
available and is not considered sensitive.



Cost of a Data Breach (IBM)

• Average total cost of a data breach USD 3.86 million

• Most expensive country: USD 8.64 million United States

• Most expensive industry: USD 7.13 million Healthcare

• Average time to identify and contain a breach 280 days



Privacy types

• Financial privacy, privacy relating to the banking and financial 
industries

• Information privacy, protection of data and information

• Internet privacy, the ability to control what information one 
reveals about oneself over the Internet and to control who can 
access that information

• Medical privacy, protection of a patient's medical information

• Political privacy, the right to secrecy when voting or casting a 
ballot

https://en.wikipedia.org/wiki/Financial_privacy
https://en.wikipedia.org/wiki/Information_privacy
https://en.wikipedia.org/wiki/Internet_privacy
https://en.wikipedia.org/wiki/Medical_privacy
https://en.wikipedia.org/wiki/Political_privacy


Industry data breach costs have changed over 
time



The 15 biggest data breaches of the 21st 
century

All bigger than 100 million user’s 
record

1. Adobe

2. Adult Friend Finder

3. Canva

4. Dubsmash

5. eBay

6. Equifax

7. Heartland Payment Systems

8. LinkedIn

9. Marriott International

10.My Fitness Pal

11.MySpace

12.NetEase

13.Sina Weibo

14.Yahoo

15.Zynga

Date: 2013-14

Impact: 3 billion user accounts

Details: Yahoo announced in September 2016 that in 2014 it had been the victim 

of what would be the biggest data breach in history. The attackers, which the 

company believed we “state-sponsored actors,” compromised the real names, 

email addresses, dates of birth and telephone numbers of 500 million users. Yahoo 

claimed that most of the compromised passwords were hashed.

Then in December 2016, Yahoo disclosed another breach from 2013 by a different 

attacker that compromised the names, dates of birth, email addresses and 

passwords, and security questions and answers of 1 billion user accounts. Yahoo 

revised that estimate in October 2017 to include all of its 3 billion user accounts.

The timing of the original breach announcement was bad, as Yahoo was in the 

process of being acquired by Verizon, which eventually paid $4.48 billion for 

Yahoo’s core internet business. The breaches knocked an estimated $350 

million off the value of the company.

https://www.csoonline.com/article/3180762/inside-the-russian-hack-of-yahoo-how-they-did-it.html
https://www.reuters.com/article/us-yahoo-cyber/yahoo-says-all-three-billion-accounts-hacked-in-2013-data-theft-idUSKCN1C82O1


Web Technologies with implication on Privacy

• A few technologies already exist with strong implications on Web 
Tracking and user Privacy.

• cookies

• HTTP logs

• localStorage

• Do Not Track HTTP Headers

• P3P

• Fingerprinting

• Face recognition 

https://www.w3.org/wiki/index.php?title=Web_Tracking&action=edit&redlink=1
https://www.w3.org/wiki/index.php?title=Cookies&action=edit&redlink=1
https://www.w3.org/wiki/index.php?title=HTTP_logs&action=edit&redlink=1
https://www.w3.org/wiki/index.php?title=LocalStorage&action=edit&redlink=1
https://www.w3.org/wiki/Do_Not_Track_HTTP_Headers
https://www.w3.org/wiki/index.php?title=P3P&action=edit&redlink=1
https://www.w3.org/wiki/Fingerprinting


Web Tec10 Types of Data Your Browser Is 
Collecting About You Right Now

1. Hardware And Software

2. Connection Information

3. Geolocation

4. Browsing History

5. Mouse Movements

6. Your Device's Orientation

7. Social Media Logins

8. Fonts And Language

9. Image Data

10. Technical Information

Check it yourself: https://webkay.robinlinus.com/ https://firstpartysimulator.org/

Browser Extensions Also 

Collect Data

https://webkay.robinlinus.com/
https://firstpartysimulator.org/




Image privacy & the Selfie culture!

• Exchangeable image file format (officially Exif, 
according to JEIDA/JEITA/CIPA specifications) is 
a standard that specifies 
the formats for images, sound, and ancillary 
tags used by digital 
cameras (including smartphones), scanners and 
other systems handling image and sound files 
recorded by digital cameras.

https://en.wikipedia.org/wiki/File_format
https://en.wikipedia.org/wiki/Image
https://en.wikipedia.org/wiki/Sound
https://en.wikipedia.org/wiki/Digital_camera
https://en.wikipedia.org/wiki/Smartphone
https://en.wikipedia.org/wiki/Image_scanner


Image privacy & the Selfie culture!

• The following table shows Exif data for a photo 
made with a typical digital camera.



Famous case of Exif

• In December 2012, anti-virus businessman John McAfee was 
arrested in Guatemala while fleeing from alleged persecution[17] in 
neighboring Belize. Vice magazine had published an exclusive 
interview on their website with McAfee "on the run"[18] that 
included a photo of McAfee with a Vice reporter taken with a 
phone that had geotagged the image.[19] The photo's metadata 
included GPS coordinates locating McAfee in Guatemala, and he 
was captured two days later.[20] McAfee later claimed to have 
edited the EXIF data from his phone to provide a false location.[21]

https://en.wikipedia.org/wiki/John_McAfee
https://en.wikipedia.org/wiki/Guatemala
https://en.wikipedia.org/wiki/Exif#cite_note-17
https://en.wikipedia.org/wiki/Belize
https://en.wikipedia.org/wiki/Vice_(magazine)
https://en.wikipedia.org/wiki/Exif#cite_note-18
https://en.wikipedia.org/wiki/Exif#cite_note-19
https://en.wikipedia.org/wiki/Exif#cite_note-20
https://en.wikipedia.org/wiki/Exif#cite_note-21


Dealing with user privacy in mobile apps: 
issues and mitigation

• Mobile phone platforms: 
• usability, 

• flexibility, 

• and low cost

• Became sources and repositories of sensitive information:

• from running performances to positioning data, from travel 
information to friendship preferences, from personal photos to 
financial data, etc…



Dealing with user privacy in mobile apps: 
issues and mitigation

• Most cyber-crime start with personal data stolen, collected on the 
fly in the network or from databases and applications running on 
any kinds of platforms.



Mobile Apps



Data Brokers

• Data brokers (aka information brokers, data providers, 
and data suppliers) are companies that collect data 
themselves or buy it from other companies (like a credit 
card company), crawl the internet for useful information 
about users – legally or otherwise – and aggregate that 
information with data from other sources (e.g. offline 
sources). Most people are not even aware such 
companies exist, but data brokerage has become a 
lucrative industry that generates $200 billion in revenue 
yearly, and it’s still growing.

• Data Brokers: A Weak Link in National Security Banning TikTok and other Chinese apps 
won’t solve a thing if China can simply buy the data it wants from private brokers.

Credit: Pixabay

https://www.livingcoramdeo.com/2016/09/10/companies-making-money-personal-data-cost/
https://thediplomat.com/2020/08/data-brokers-a-weak-link-in-national-security/
https://pixabay.com/en/cyber-attack-virus-protection-1654709/








Vox
The Facebook and Cambridge 
Analytica scandal, explained 
with

https://www.vox.com/policy-and-politics/2018/3/23/17151916/facebook-cambridge-analytica-trump-diagram
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.vox.com%2Fpolicy-and-politics%2F2018%2F3%2F23%2F17151916%2Ffacebook-cambridge-analytica-trump-diagram&psig=AOvVaw2kmKNeUHC48g5ZxsV8Le4Y&ust=1605732881325000&source=images&cd=vfe&ved=0CA0QjhxqFwoTCNDdhqK7iu0CFQAAAAAdAAAAABAD


Vox
The Facebook and Cambridge 
Analytica scandal, explained 
with

https://www.vox.com/policy-and-politics/2018/3/23/17151916/facebook-cambridge-analytica-trump-diagram
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.vox.com%2Fpolicy-and-politics%2F2018%2F3%2F23%2F17151916%2Ffacebook-cambridge-analytica-trump-diagram&psig=AOvVaw2kmKNeUHC48g5ZxsV8Le4Y&ust=1605732881325000&source=images&cd=vfe&ved=0CA0QjhxqFwoTCNDdhqK7iu0CFQAAAAAdAAAAABAD


How many data point does Facebook have 
about it’s users?

• Facebook’s 52,000 data points on each person reveal something 
shocking about its future




